
WDC–SILSO Technical Infrastructure  (Revision October 2025) 
	

This	document	describes	the	technical	infrastructure	supporting	the	World	Data	Centre	for	
the	Sunspot	Index	and	Long-term	Solar	Observations	(WDC–SILSO)	at	the	Royal	
Observatory	of	Belgium	(ROB).		

 

1. Institutional Infrastructure Overview 
The	Royal	Observatory	of	Belgium	(ROB)	provides	a	robust,	secure,	and	redundant	IT	
infrastructure	supporting	the	continuous	operation	of	WDC–SILSO.	The	ROB	infrastructure	
is	distributed	across	three	independent,	redundant	server	rooms	located	in	separate	
buildings,	each	equipped	with	uninterruptible	power	supplies	(UPS)	and	standalone	diesel	
generators	to	ensure	business	continuity	during	power	outages.	

The	IT	backbone	includes	redundant	high-speed	connections	to	the	European	GEANT	
research	network,	providing	high	availability	and	resilience.	All	critical	systems	are	hosted	
on	professionally	managed	hardware	maintained	by	the	ROB	IT	service	and	the	federal	IT	
company	Smals,	which	provides	long-term	data	preservation	and	archival	services.	

 

2. Hardware and Networking 
WDC–SILSO	benefits	from	virtualized	computing	resources	running	on	a	VMware	ESX	
cluster.	The	production	and	development	environments	are	hosted	on	separate	virtual	
servers	to	ensure	operational	separation	and	minimize	risk.	The	platform	configuration	
includes	redundant	power,	storage,	and	networking,	achieving	typical	availability	levels	
above	99.9%.	

The	system	architecture	consists	of:	
-	Development	Server:	VMware	virtual	server	with	15	days	of	snapshots.	
-	Database	Server:	VMware	virtual	server	(4	vCPU,	32	GB	RAM)	running	Ubuntud.	
-	Product	Server:	Handles	operational	outputs	with	asynchronous	replication	to	a	remote	
site.	

 

3. Backup and Preservation Policy 
Critical	data	are	stored	on	fully	redundant	storage	systems.	Automated	backups	are	
performed	daily	and	transferred	to	two	offsite	facilities	managed	by	the	Royal	
Meteorological	Institute	(RMI)	and	the	Royal	Belgian	Institute	for	Space	Aeronomy	(BIRA-
IASB).	Backup	retention	follows	a	tiered	strategy:	



•	Seven	daily	backups	
•	Four	weekly	backups	(every	Monday)	
•	Twelve	monthly	backups	(first	of	each	month)	
•	One	annual	backup	(January	1st)	

Long-term	preservation	is	managed	by	Smals,	with	magnetic	tape	storage	maintained	in	
two	separate	secure	data	centers	(Anderlecht	and	Brussels	North	Station)	for	at	least	30	
years.	

4. SILSO-Specific Systems 
The	SILSO	team	computes	provisional	sunspot	number	series	monthly	and	definitive	series	
quarterly.	All	calculations,	data	validation,	and	product	generation	are	semi-automated	and	
logged.	Snapshots	of	the	databases	and	data	products	are	archived	after	each	computation	
cycle.	System	logs	and	process	documentation	are	maintained	on	the	internal	GitLab	since	
2023.	

Version-controlled	scripts	(Bash	and	Python)	manage	automated	updates	to	observation	
files	and	product	outputs.		

 

5. Software and Version Control 
Legacy	FORTRAN-based	tools	have	been	refactored	into	modular	Bash	and	Python	
programs.	Software	documentation	is	centralized	within	the	SILSO	GitLab	repository.	
Automated	commit	scripts	ensure	traceability	of	all	operational	changes.		

 

6. Monitoring, Maintenance, and Continuity 
The	ROB	IT	service	monitors	system	health	and	responds	to	incidents	during	working	
hours,	with	best-effort	support	outside	regular	hours.	The	infrastructure	has	consistently	
demonstrated	99.9%	uptime.	Hardware	and	software	upgrades	follow	institutional	IT	
lifecycle	planning	under	ROB’s	governance	framework.	All	significant	changes	are	
documented	and	reviewed	by	the	SILSO	technical	team.	

 

7. Compliance and Assurance 
The	technical	infrastructure	supporting	WDC–SILSO	complies	with	the	ROB	institutional	IT	
governance	framework	and	national	standards	applied	by	Smals	for	federal	data	
preservation.	These	include	standards	for	redundancy,	data	integrity,	continuity,	and	
security.	The	combination	of	institutional	infrastructure,	professional	IT	management,	and	
SILSO’s	internal	version-controlled	development	environment	ensures	long-term	reliability,	
sustainability.	



8. Security and Risk Management  
The	WDC–SILSO	operates	under	the	institutional	IT	governance	and	security	framework	of	
the	Royal	Observatory	of	Belgium	(ROB)	and	the	federal	IT	company	Smals.	Security	
management	is	integrated	into	the	overall	infrastructure	operations	to	ensure	the	integrity,	
confidentiality,	and	availability	of	systems	and	data.	

Security	measures	are	designed	to	mitigate	risks	related	to	hardware	failure,	software	
malfunction,	human	error,	malicious	actions,	and	external	events.	The	key	risk	domains	and	
mitigations	include:	

•	Hardware	or	infrastructure	failure	–	mitigated	by	redundant	power,	network,	and	storage	
systems,	including	automatic	failover.	
•	Human	error	or	accidental	deletion	–	mitigated	by	daily	backups,	version-controlled	code,	
and	access	restrictions.	
•	Malicious	actions	(cyberattacks,	unauthorized	access)	–	prevented	through	institutional	
firewalls,	intrusion	detection	systems,	and	antivirus	protections	maintained	by	the	ROB	IT	
service.	
•	Software	or	configuration	failure	–	mitigated	by	version	control,	staged	testing	
environments,	and	rollback	procedures.	
•	Natural	or	external	events	–	mitigated	by	three	physically	separate,	secured	server	rooms	
with	UPS	and	diesel	generators.	

Risks	are	periodically	reviewed	by	the	ROB	IT	service	and	WDC–SILSO	lead	as	part	of	
institutional	risk	management.	System	recovery	procedures	and	backup	integrity	are	
verified	annually	through	test	restorations.	All	incidents	are	logged	and	reviewed	during	
scheduled	maintenance	cycles.	

Access	to	production	servers	and	systems	is	restricted	to	authorized	personnel	using	
institutional	LDAP	credentials	and	secure	VPN	connections.	Administrative	activities	are	
logged,	and	all	data	submissions	from	external	observers	are	encrypted	via	HTTPS	and	
authenticated	through	user-specific	credentials.	

Physical	security	is	ensured	through	controlled	access	to	server	rooms	(badge	system)	and	
environmental	monitoring	(fire	detection,	temperature	control,	and	power	redundancy).	
Data	stored	offsite	at	Smals	data	centers	benefits	from	federal-level	physical	and	logical	
security	standards.	

The	infrastructure	and	practices	align	with	the	Belgian	Federal	IT	Security	Policy.	The	SILSO	
IT	lead	and	the	ROB	IT	manager	share	responsibility	for	risk	management	and	incident	
response.	This	ensures	that	security	remains	proactive	and	consistent.		

Backup	restoration	tests	are	performed	annually	by	the	ROB	IT	service.	


